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Security Testing Software Tool proposal
Community Medical Equipment Technology is one of the fast growing startup in medical research and development industry. Over the past five years the company has won a fair share in the industry and have become a key player. Due to this success, the company has become a key target of cyber criminals in attempts to steal the company’s intellectual property. It has been reported that the company’s network has been infiltrated by unauthorized sources a couple of times. In addition, one of the company’s major competitors suffered a loss of hundreds of millions of dollars after its research for alarm. Hence, this is a call for alarm for. To combat this, the company requires Burp Suite- a security testing tool that will be used to test the security strength of the company’s network and then the necessarily precautions can be taken. 
Burp Suite
Burp Suite is an integrated software that provides a platform for performing security testing of web applications. The software is written in Java coding language and it is developed and distributed by PortSwigger Security Company (Mainka, Mladenov, Guenther, & Schwenk, 2015). Burp Suite has become an essential tool used by many companies and to determine the vulnerabilities and verify potential attack vectors to their web-based applications. The software can be classified as an interception proxy. The software then acts as a kind of “man in the middle” by netting and analyzing request and responses to and from the web server (Stuttard & Pinto, 2011). The software allows for manipulation pausing, and replaying the information back to the web server to analyze the parameter specific injections. The injections can be specified to either manual or automatic fuzzing attacks to discover potential and unintended application behaviors, crashes and error messages
It is the best known and the most efficient type pen test application.  A pen test application is an authorized attack on a computer system with an aim of evaluating the security system of the network or the computer (Nayak & Sharma, 2017). The test allows the user to determine the weaknesses and the probability of unauthorized parties to have an access to the systems features and the information stored in the network. The test is able to determine the strength of the system thus enabling a full risk assessment. The company requires this kind of a software to test for its network’s security strength. The only way that the company can take the necessary security precautions is through 
Personal Hands on experience. 
I took personal time to study and proof the genuineness of the product. This was conducted in our labs through creation of a mock network system and a web server and then using the software to test for any security threats. The software was very effective in identifying the vulnerability of the web server. In addition, the software was able to determine the strength of the web server. Having detected these problems it was then possible to take the corrective measures. Hence, the software is very effective and the company should acquire it. 
Software Reviews
The software has been used by a number of the professionals who have cited that the software is very effective. One of the interesting case that happened recently is where a high school student was paid $10,000 after reporting a security flaw. The security flaw was detected using the Burp Suite. The student has made several attempts but after a few more attempts he found a page that didn’t have a username or password check in place (Nayak & Sharma, 2017). This review shows that the software is very effective since it was able to detect security issues in a big web network such as Google. Therefore employed in the company, the software will be very effective. 
Costs 
The software can be acquired in two versions: a free-trial version with a specified trial period and a full version that can be acquired after the trial period is up. The professional edition goes for $349 per user, per year. The professional package allows the users to scan for vulnerability, and it has advanced manual and essential tools. The tools is thus very affordable and it has no extra or hidden cost. In fact the tool is easy to use and intuitive and it allows the new users to begin working with it right away (Mainka et al., 2015). The tool also comes with highly configurable and powerful features for use by experienced testers. Therefore, the tool does not require training costs due to its easiness. 
Production Services 
Burp Suite will be very essential in testing for Denial of Service (DoS) and Authentication Bypass. These are potential attacks that are likely to affect the company negatively if they occur. The testing of the web servers will cause interruptions and delays on the business operations. However, it is necessary to experience the delays and since the delay is just for a few seconds and it will help in combating cybercrime activities. In addition, we are working on a solution to minimize the impacts and to reduce the production outages. This will achieved once the tool is fully integrated into the company’s business operations. 
In conclusion, Burp Suite is the best security testing tool that Community Medical Equipment Technology requires. The software will allow for security testing and then allow the company to determine the necessary corrective measure. In addition, it is cheap and does not require training costs since it easy to use. The software has been used by a number of professionals including a recent case where it was used to detect a security flaw in Google. Therefore, Burp suite is the best suited tool for the company. 
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